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INTRODUCTION

Rocket.Chat is an open-source communication platform that aims to make how teams communicate
more human with real-time messaging, video calls, and file-sharing. Considered highly adaptable, this self-
hosted alternative to other proprietary systems includes group chat, private messaging, and integrations with

third-party services. It is suitable for any business, development community, or educational organization.

In this project, the deployment and configuration of Rocket.Chat is focused on a Linux environment. The
implementation makes sure that the communication infrastructure is secure, scalable, and efficient by
leveraging the stability and flexibility of Linux. This project covers the installation process, system configuration,

and key features of Rocket.Chat may be used to transform team collaboration in modern IT environments.

In this setup, the project also covers integrating Linux services, user management, and customization

options to make Rocket.Chat suitable for specific organizational needs.

ACTIVE DIRECTORY

Active Directory integration extends the functionality of Rocket.Chat by providing centralized user
management and secure authentication. By integrating AD, users will be able to log in to Rocket.Chat using their
existing credentials via LDAP integration, thus providing single sign-on and smooth access control. This setup
simplifies user provisioning, enforces organizational security policies, and ensures consistent access
permissions. Integrating AD with Rocket.Chat is important, especially in an enterprise environment, because it

allows for role-based access control, scalability, and smooth user management across hybrid platforms.

DHCP

Dynamic Host Configuration Protocol (DHCP) is a network management protocol that automates

assigning IP addresses and other network configuration parameters to devices on a network.

APPLICATION: ROCKETCHAT

Rocket.Chat is a freely downloadable, freeware application for teamwork and immediate
communication. It is a great option for businesses searching for a safe and adaptable communication solution
because it has features equivalent to those of Slack or Microsoft Teams. The key reasons for choosing this
application in our team were that it is one of the most secure on private networks, has an open-source license,

compliance, interoperability and RBAC featured as compared to other applications on the primes.




FEATURES OF ROCKET CHAT

+* Real-Time Communication: This application organizes seamless real-time communication through different
sources of connections like voice calls, video calls and text messaging.

+» Theming & modification: Changing colour, font, and other personal choices are also available.

¢ Multiple user support: This has all the features available for creating user support and even for their roles
so that in the department, everyone has their own departments and access according to their positions.

+* Room Creation Support: This is the feature all communication applications have these days for making a
group to communicate between users.

++» Security and Privacy: It has the best privacy and security rating compared to other applications like Meter,
Next Cloud and other tools like Zimbra.

+» Omnichannel Expansions: This means that it can be integrated with many other tools and applications so

that it supports other applications.

DATABASE: MONGODB

MongoDB provides a database built without SQL, focusing on versatility, scalability, and enhanced
efficiency. In contrast to conventional relational data tables, MongoDB organizes information using a document-
oriented format, making it a great option for current applications such as Rocket.Chat wherever changing and

constantly updated processing is essential.

LOAD BALANCER: NGINX

Nginx serves as a proxy service and website host with excellent performance. nginx is the one that
produces it. It is frequently used to distribute the load, provide static information, and function as an internet
application's reverse router. It can manage applications for constantly changing information using uWSGI and
FastCGl, along with additional protocols besides the browser. Nginx is renowned for quickly, scalable, and

effectively handling multiple simultaneous interactions.

APACHE WEB SERVER

The largest and most popular open-source internet servers worldwide reside in the Apache HTTP Server,
also known as Apache. This is renowned for its solid efficiency, adaptability, and the ability to configure. Apache
is frequently used for maintaining web pages, applications, and other services and can deliver dynamic and static

information.
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NETWORK SETTINGS

Domain Name: Conestoga.ca
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ACTIVE DIRECTORY DOMAIN SERVICE

Active Directory integration gives Rocket.Chat several capabilities: central management of user accounts
and secure authentication. The AD allows the user to log in to Rocket.Chat using their existing credentials

through LDAP integration enables SSO and smooths access control.

This setup simplifies the provisioning of users, ensuring that accounts and permissions are managed
centrally within AD. It enforces the security policies of an organization, such as password complexity and account
lockout, thus enhancing the overall security of the Rocket.Chat deployment. Besides, AD integration supports

RBAC, which allows user roles and permissions to be aligned with predefined organizational structures.

It is convenient in enterprise environments and has the scalability to handle large volumes of users. It
maintains consistent permission and provides hybrid functionality across Windows and Linux by connecting
Rocket.Chat to AD, the admins reduce the time and effort in managing users and offer the users a seamless

experience with single sign-on authentication and secure control in one place.

ACTIVE DIRECTORY REPLICATION

The primary objectives of Active Directory replication are the following:

¢ Ensuring Data Consistency

* Maintaining Availability

¢ Load Balancing

* Optimizing Network Traffic

+* Managing Replication Topology

¢ Reducing Conflicts and ensuring integrity

** Monitoring

EN Administrator: Windows PowerShell
dministrator> repadmin /replsummary

Summary Start Time: 2024-12- :01:47

g data collection for replication summary, this may take awhile:

largest delta fails/total %% error
91m:28s e/ 5 )
01m:29s e/ 5 2

Pestination DSA largest delta fails/total ¥ error
CONESTOGA-DC1 01m:29s 0/ 5 %]
CONESTOGA-DC2 21m:28s e/ 5 2

\Administrator> _
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To deploy a DHCP server based on Linux:

Download and install the package using apt-get install isc-dhcp-server

Configure the file called dhcpd.conf in /etc/dhcp/

Enable the service when it boots using systemct! enable dhcpd.service

5w oN R

. Start the service typing systemctl start dhcpd.service
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N B s & % NTWK8111-DHCP

option domain-name-servers “DC1’s IP address”, “DC2’s IP address”

option domain-name “domain name”

subnet “network” netmask “mask” {

option subnet-mask “mask”;

option broadcast-address “broadcast IP”;

option routers “gateway”;
range “start IP address end IP address”,
}
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UBUNTU DEPLOYMENT FOR MONGODB

These requirements for MongoDB to be deployed must be on our Ubuntu system so that the perfect version
of Ubuntu 22.04 with 4 GB RAM and 4 CPU & 50 GB storage space is compatible. After Ubuntu is configured for
the login screen of the user credentials, As we have logged in, the system starts the process by the following

steps:

X/
°

Start updating and upgrading the system package list.
S sudo apt update , S sudo apt upgrade

X4

After the upgrades, install some of the dependencies.

L)

S sudo apt install build-essential
+» Make sure that it is pointing to the correct nameserver and Domain.
S sudo nano /etc/resolv.conf

% Connecting the system to the domain and installing dependencies

)

S sudo apt install -y realmd libnss-sss libpam-sss sssd sssd-tools oddjob oddjob-mkhomedir adcli

samba-common-bin krb5-user

X/
°

Join the system as a Kerberos member and the domain member
S sudo apt kinit Username@DOMAIN-NAME.TLD-EXTENSIONS
Ssudo apt realm join -U Username DOMAIN-NAME-TLD-EXTENSION

K/
L X4

Testing connectivity

Sping (website, domain name)

MONGODB DEPLOYMENTS

To deploy the MongoDB database, we have to have the Ubuntu version 22.04 jammy edition to fully
support all the functionality. After the upper part of the Ubuntu server is deployed and pointed toward the
domain, we have to install some of the dependencies so that MongoDB can be installed. Mongo DB is the
primary data center for the rocket chat application to store and the functionality to take proper action in the

scenario. Below, the instructions will show how our team have deployed the MongoDB on the Ubuntu headless:

11




+» Deployment Stage:
= Pre-Deployment Setup: Update the system
Ssudo apt update && sudo apt upgrade -y
= Configuration of the firewall: To allow the default port for the mongodb
Ssudo ufw allow 27017
Ssudo ufw enable
+* MONGODB Installation: Import the Mongodb Public Key
Scurl -fsSL https://pgp.mongodb.com/server-6.0.asc
Ssudo gpg -o /usr/share/keyrings/mongodb-server-6.0.gpg —dearmor

+» ADD MongoDB to the repository

Secho "deb [signed-by=/usr/share/keyrings/mongodb-server-6.0.gpg] https://repo.mongodb.org/apt/ubuntu

focal/mongodb-org/6.0 multiverse"
S sudo tee /etc/apt/sources.list.d/mongodb-org-6.0.list
+¢ Installation of MONGODB:
Ssudo apt update
Ssudo apt install -y mongodb-org
«+ Starting the container and the service for the MongoDB
Ssudo systemctl start mongod
Ssudo systemctl enable mongod
+* Restart the MongoDB Service to take action

Ssudo systemctl restart mongod

12




DATABASE CONFIGURATION

As we have talked about the primary role of the database in the rocket chat, we would like to show some

of the points below for the beneficial and key reasons why this is important to make a database:

+» Data Storage and Management

+» High Performance for real-time applications
¢ Flexibility & Scalability

% Replication & Availability

«» Efficient

Database Deployment and details:

++» Step 1: Open the MongoDB shell
mongosh

++» Step 2: Create Database
use rocketchat
rs.initiate()

++» Step 3: Create a User for the database
db.createUser ({
user: “root”

pwd: “Secret55!”

roles: [ { role: "readWrite", db: "rocketchat" } ]

1;

K/

<+ Step 4: Verification for user and databases
db.getusers()
show databases;

exit;

13




MONGODB CONFIGURATION FILE

To deploy Rocketchat in this project, Mongodb acts as a primary database to store and manage real-time
connectivity, user personal details and the application's configuration. However, rocketchat itself is only useful
with MongoDB, which is crucial to make it collaborative for a powerful platform. To organize rocketchat,
MongoDB is configured in the location of /etc/mongod.conf. This is where different configurations like

replication, authentication, storage and etc.

GNU nang 6.2 setc/mongod.conf x| |

# mongod.cont

# for document

QAP
path: .

# network intert:
net:

"RCrepl"

ize-0nly Options:

Write Out Hher i . B8 Location Undo
B Fead File W Re i . J Y B Go To Line s Redo
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DATABASE REPLICATION

First, A key component of MongoDB is replicating, which keeps many copies of your database on several
servers to guarantee high availability and fault tolerance. The expert deployment procedure for configuring
Rocket-optimized MongoDB replicate is described in this document. Nothing could overcome the redundancy
issue without replicating these servers so that if one database server is down, it can be faced with the other
server to store the information without interruption. There is not much on the database replication part because
everything is included in the file where the main configuration of the Mongodb is placed. The main path for the
path of the mongodb is in the /etc/mongod.conf. Below are the details which should be changed in the attached

file path. This is basically pointing one server to the other by name.
+* Replication:
replSetName: "RCrep1"

+» Once the database is created and the replication name is set, it has to be configured in the database

using the following command:
mongosh -u root -p - -authenticationDatabase rocketchat
# root is the user

# rocketchat is the database

®# VMwareFusion File Edit View Virtual Machine Window Help O 8 & E © v T Q 8 © Fri180ct 4:15PM
o release

eve I [ Q a & © NTWK8111-CL8 your mouse press: Control-3t

&

¢ To initiate the replication, use rs.initiate() and rs.add(“fqdn:port”) to add a database server

15
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DEPLOYMENT OF UBUNTU HEADLESS FOR ROCKETCHAT

Before RocketChat to be deployed, we must have our Ubuntu system ready to install the application. So we
used the version of Ubuntu 24.04 with 4 gb ram and 4 cpu & 50 gb storage space for it. After ubuntu is configured
to the login screen of the user credentials. As we have logged in the system start the process by the following

steps:

% Start updating and upgrading the system package list.
S sudo apt update , S sudo apt upgrade
«» After the upgradations install some of the dependencies.
S sudo apt install build-essential
% Make sure that it is pointing to the correct nameserver and Domain.
S sudo nano /etc/resolv.conf
%+ Connecting the system to the domain and install dependencies
S sudo apt install -y realmd libnss-sss libpam-sss sssd sssd-tools oddjob oddjob-mkhomedir adcli
samba-common-bin krb5-user
+* Join the system as a Kerberos member and to the domain member
S sudo apt kinit Username@DOMAIN-NAME.TLD-EXTENSIONS
Ssudo apt realm join -U Username DOMAIN-NAME-TLD-EXTENSION
%* Testing connectivity

Sping (website, domain name)

18




DEPLOYMENT OF ROCKETCHAT

First of all, there are some of the prerequisites for the RocketChat application to be deployed. As the
proper research technique and information is required to match the perfect version of the Debian ubuntu and
version of the application. In this deployment our group decided to move on with the Ubuntu 24.04, which

supports well with the version of the latest version of rocketchat. These are the prerequisites:

¢ A headless server based (Ubuntu / Debian-based)
+*» Required a root user of user with root privileges on server

s Some knowledge and understanding

Steps for Deployment:

Step 1: Start by installing the dependencies related to the rocketchat.

S sudo apt install gnupg2 gnupg git unzip curl nodejs npm build-essential software-properties-common

graphicsmagick gcc g++ make net-tools -y
Step 2: Configuring the Node.js
Use the curl command to download the nodesource

curl -fsSL https://deb.nodesource.com/setup 14.x

Step 3: Install Global NPM Packages
S sudo npm install -g inherits n
Ssudon 8.11.3

Step 4: Download and Extract Rocket Chat

S curl -L https://releases.rocket.chat/latest/download -o/tmp/rocket.chat.tgz

S tar -xvzf /tmp/rocket.chat.tgz -C /tmp
Step 5: Move the file to the directory

S sudo mv /tmp/bundle /opt/Rocket.Chat

19



https://deb.nodesource.com/setup_14.x
https://releases.rocket.chat/latest/download

Step 6: Configuring the System Service
S sudo nano /lib/systemd/system/rocketchat.service
Step 7: Restarting & Enabling Services

S sudo systemct enable rocket

ROCKET CHAT

In this project, we have decided to install Rocket.chat on a headless machine but in a different way. So
it can be deployed by using the docker it could be helpful in deploying the container to simplify it. We have
deployed it without the docker on Ubuntu Version 24.02. In our group, everyone has each server for RocketChat,
and they are pointing to a database. So, the configuration lies for the rocket.chat server is in the path
Jusr/lib/system/system/rocketchat.service. Some of the dependencies are important to get this work, like
sudo apt install gnupg2 gnpung git unzip build-essential wget nodejs npm software-proprties-common

graphicsmagick gcc g++ make net-tools -y. To deploy Rocket.chat steps are below:

1. Install the required dependencies from above and start configuring.
2. Once the file is configured enable and restart the service with sudo systemctl enable
rocketchat.service.

3. Open up a web browser and test it by typing the IP Address of the server.

i NTWK8111-RC3 - VMware Remate Consale

VMRC = - & 0
GNU nang 7.2
t]

Jusr/lih/systemd/systems/rocketchat . service

[ e o N A N o

IT_URL
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NGINX

Nginx can be configured as a reverse proxy and load balancer in your project. By default, Nginx uses the
round-robin load balancing method, where requests are distributed evenly among the listed servers in the

nginx.conf file in the path /etc/nginx.

To create a reverse proxy and a load balancer, these are the steps:

1. Install the nginx application using apt install nginx
2. Modify the nginx.conf according to the Rocketchat instances
3. Enable the service when it boots typing systemctl enable nginx.service
4. Start the service by typing systemctl start nginx.service
®# VMwareFusion File Edit View Virtual Machine Window Help B g @& E sxwmm > Q 8 © Fri8Nov 4:40PM
f m B \ a8 & o NTWK8111-LB To release your mouse press: Con(m\—x\
GNU nano 6.2 setc/nginx/nginx.conf

user www-data;
jorker_

pid /

include

gevents i
worker_connect ions

http §

B Cut xecute ® Location
il Paste B Justifu Go To Line
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To deploy a web server based on Linux, follow these steps:

1. Install Apache application using apt install apache2
2. Enable the service when it boots typing systemctl enable apache2.service
3. Then start the service using systemctl start apache2.service

4. Then, modify the files according to the deployed website. Files are in /var/www/html/ folder

‘ VMware Fusion File Edit View Virtual Machine Window Help ﬂ B & B osxm = Q 89 © Fri8Nov 4:59PM
~
To release

® I (3 B oo 8 &8 & NTWK8111-WEB

your mouse press: Control-8

The main file is index.html, and its basic structure is outlined below. Based on this, we created a website with
the specified layout and components.
<IDOCTYPE html>
<html>
<head>
<l-- Meta-information about the page, not displayed to users -->
<title>Page Title</title>
</head>
<body>
<l-- Content of the page, visible to users -->
<h1>My First Heading</h1>
<p>My first paragraph.</p>
</body>

</html>

22
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GNU nang 7.2 /var/www/html/ index. html

Web page
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CONCLUSION

This project highlights the efficient deployment of Rocket.Chat on a Linux server with MongoDB as its
database and Active Directory on Windows Server for centralized user management—the integration of
Rocket.Chat with Active Directory through LDAP provides the system with seamless authentication, ease of user

provisioning, and increased security.

This setup has been tested with a Windows 10 client, and the results have verified that the system works
just fine across platforms, making it compatible, reliable, and scalable. This deployment satisfies the needs of
modern communication but also showcases how mixing open-source tools with enterprise-grade infrastructure

can lead to a powerful, flexible, and user-friendly collaboration platform.
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